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Today’s Presentation

[Discussisome of the key ISsues arising from

out joutney i the development off a fisk
framework in the VIS
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Ourt changing environment

Increasing regulatoty burden — compliance - litigation

Increasing complexity of operations e.g. CBR / USAR /joint
mnitfatives / medical respomse

Shift off ownetship of lifclines’/essentiall services from public

{0 PLVALE SECtor, Othet OULSOULcing/ privatisation

Culturall diversity and changing population demographics|/

changinoworkiorce

External threats €.g. globall watming, terrotism

Othexts?




Organisational fESPONSE tO MAnAGING sl

OH&S

Records Management

Qualityr Management

Project Management:

ILegal Compliance System! SI1.OS
Fina‘ncial Management Auditing
Hnvironmental Manasement
[External Audit

[nternal Audit Scheduling

MEB Audit ID fisks

Reportting

Business Planning M ;
anagmg

Strategic Planning

Business Continuity Planning




Audit/Assutance

Iixternal audit program
Internal audit program

OH&S audiis

Quality audits

Envitrenmental audits

External certification audits
IEnoinecting audits

Station Audiis

Business continuity plan audits
Risle audits

Hazard audits

Tests, inspections, teVIEws, SULVEYS




Einding the halance




Legal
Compliance

Business Cont.

Records
Management Quality Mgt

MFB Audit

Major projects
Financial Mgt
Internal Audit




Risk Management

Compliance %




Developing a Risk Framework

Change Management
Culture/behaviour




Communication straightjacket

You have all'the pieces ot the [1osaw,

but N6 picture on the box

question our undetstanding of sk
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Issues Influencing Risk Perception

IExpeticnce
[CearningG.
Beliefs

IHleatsay
Attitudes
Private agendas

Political agendas




Management Treams




Measuting Risk

Consequence x lLikeliliood




Business /
Project
Cutput

Personal
Injury Staff

Staff Welfare

Finance

Community
Safety

Corporate
Reputation

Stakeholder
Confidence

Catastrophic

' Unable to deliver emergency
response services. Emergency
response capacity severely degraded.

" Results in death ar permanent
disahility. Waorksafe prosecution.
Improvernent natice with major
financial, legal and corporate reputation
implications.

 High stress levels resulting in
resignation or inability to continue
wark. Legal action against MFESE
with majar financial implications legal
and corporate reputation implications.

" Potential organisational exposure
of $15 million or greater.

 Major compliance breaches with
significant financial, operational ar
reputational impact. Palitical fallout for
Minister and Government. Litigatian
including class action. Minister
instigates investigation into internal
cantrals.

" Inability of the MFE to meet calls
for assistance from the community.

© Widespread loss of community
confidence in MFB. Minister instigates
public enguiry. Questions in
parliarnent.

' Resulting in loss of suppart ar
funding, comprormising high profile
activities. Gowt discharges CEOQ/Board.

Consequence Matrix

Major

Moderate

" Failure to meet major business | Cansiderable impact on

plan objectives, significant
resourcing implications, business
continuity compromised. Unable to
achieve project outcomes.

 Serious injury requiring
hospitalisation. In excess of 3
months absence. Worksafe
prosecution. Improvement notice
with significant financial, legal and
corporate reputation implications

 High stress levels, long term
sick leave in excess of 3 months.
Legal action against MFESE with
major financial, legal and corporate
reputation implications.

 Paotential organisational
exposure between $2 million to $15
million.

 Compliance breach with
financial, operational of

compliance / regulations, leading ta
litigation. Board requires external
investigation into internal controls.

 B0+% of emergency response
capacity off line without a
contingency plan in operation.

 Calls for public inguiry. Farmal
internal inguiry. Anticipate
guestions in parliament.

Stakeholder relationship
severely damaged. Govt initiates
independent review of activity /

wiork load, unable to meet
some key ohjectives without
extra resourcing.

© Injury requiring up ta 3
month abhsence, ar a pattern
aof minor injuries. Sering of
improvement notice by
Warksafe.

£ Staff complaints, stress
evident. Short to medium
term absenteeism (up to 3
maonths). High priarity
investigation, reporting and
rectification.

" Potential organisational
exposure between $500,000
to 52 millian.

 Compliance breach.
Farmal internal inguiry - EMT
review. Potential for litigation.

 40% of emergency
response capacity off line
without a contingency plan in
operation.

" Megative media stories
generating bad publicity.
Ministerial gquestions.

 Breach of stakeholder
confidence. Ministerial
guestions. Farmal intermal

Minor

 Impact on waork flow, extra
demands on staff to meet planned
objectives.

" Minar injury or a recurring
izolated injury | requiring under 4
weeks sick leave. Reguires
investigation of work
processes/procedures.

£ Dissatisfaction, concern and
discontent evident, requires
departmental investigation and
intervention.

" Potential organisational
expaosure between $10,000 to
$500,000.

" Low level compliance breach,
no external impact, however
potential for greater impact event if
nat treated.

 MFB's contribution to the
regulatory process ceases. MFB
community safety programs
suspended or withdrawn.

" Negative media story running
for a few days. Readily neutralised
by MFE media responses.

" Observable lack of confidence
and support. Local managerment
reviewr of activity / event.

Insignificant

0 Interruption in wark
schedules, local
managerment control, no
impact on achieving
objectives.

" lsolated injury, minar
medical expenses, under 1
week sick leave. Local
investigation and action.

 'Routine' stress
evident, no discernible
impact on well being,
maonitoring at departmental
lewel.

 Patential

arganisational expasure
less than $10,000.

Mo discernable
impact. Opportunity far
impraverment. Meed to raise
awareness to prevent future
occurrence, managed
locally.

 Temporary cessation
of MFB invalvernent in the
regulatory process and the
delivery of community
safety programs.

 One off stary, easily
neutralized by MFB media
response.

 Minimal impact an
relationship.
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Consequence Categories
Consequence Operations [Corp. Management OH&S Financial [Legal/Regulatoryjoperty/Liabil
Towl ;ystem Gengral Managerls/ . >50% of budget Core Business
dysfuncton. Total Regional Manager's Fatality (not Shut down of .
Extreme hutdown of odl or CEQ natural and/or ation >$10M Functions Halted
shu oyv 0 g .o S atural causes) 5$500,000 operatons for >4 Weeks
operations resignation/ removal
All operational areas
ofa location or region CEO and Board Losttme/ injury | 30%<50% of Core Business
Major compromised. Other | dissatisfaction. Legal resuling in budgetand/or | Imprisonmentofstaff | $1M-$10M | Functions Halted
locations/ regions may action hospitailisation | $500,000 limit for >1 week
be affected
Disruption to a number Core Functions
foperational ar Hal r>1
(:Niti)i?i(ne : Igc:ﬁ:neois D-G's Losttime injury- | 13%<30% of oarts/ldu{t? le N:riy
Moderate | | dissafisfaction.Likelihood MY pudgetandior | Fine $100K-$1M | $100K-$1M pie™
region & possible flow of leqal acton no hospitlisation $100.000 limit Core Functions
to other locations/ g ’ Halted for > 4
regions Weeks
Some disruprtion Multiple Non-Core
mana eab:[; b Staffand management Medical reatmnet <15% of budget Funr(J:tions Halted
Minor J : y dissatisfaction- broader - and/or $50,000 | Fine $10K- $100K | $10K-$100K
altered operational . injury . for More than 1
: basis limit
routine Week
No interruption to Staff and management nl’\lﬂelgi(;;:nl:igtr-nzst <5% ofbudget Non-Core
Insignificant gp o g . and/or $10,000 Fine <$10K <$10K Functions Halted
service dissatisfaction- localised | other than first "
. : limit for 1 Week
aid required




Likelihood Matrix

Almost certtain

Likely

Faossible

Linlikely

Fare

The event 1z expected to occur in most circumstances (dailyfweekly). High level of
known incidents based on recordsfexperiences. Strang chance of re-occurrence.

The event will probably occur in most circumstances (moanthly) Regular incidents knawn
based on recorded experience.

The event could occur at same time (annually). Infrequent occurrence is possible based
on recards or experience.

The event could occur at same time (2-5 years). Some records of known incidents ar
experiences exist.

“ery remote chance the event may occur within a lifetime. Mot impossible but unlikely to
occur (may accur in exceptional circumstances). Recards may exist,



Likelihood

ILikelihood = evidence

What 1s outt: track recotd regards pLevious
similar eventse Whete is' the evidence?

What ate we curtently doing to control the
tisle and oW eiiicctive are these controls?




Measuting Control Effectivencss

Design Effectiveness Implementation Effectiveness

Design Indicators Operational Effectiveness
*Designed to control risk factorg | *Control review (audit)
*Cost vs benefit *Control assigned and recorded

*Approved at appropriate level *Operating as anticipated

Highly Effective — Control is well designed and assessed to be working ...

Effective — Minor improvements will develop H/Effective control
Moderately Effective - The control mitigates some key risk factors
Marginally Effective - The control mitigates few risk factors

Ineffective — Management has no confidence in the control, due to




Inherent Risk
Risk level
without controls

Ll s

Key Controls
20/80 rule

A

Assurance
Internal Audit
CSA
4801
9001-2000

Existing controls

\\

Current Status
Risk exposure

When considering
Current controls

Likelihood
X

Consequence

Treatment plans

A

Residual Risk
What we are
Prepared to

Accept




Monitot & Report

Who will monitor?

Who will monitor the

MONItOLS?

Flow often should we

monitor?

Eow: do we monitor?

m [How tegularly?

m o whom?




Developing a Risk Framework

Organisational Maturity
Knowledge




Change Management — embed! in

managcment pPractise

Provide internal consultancy scuvice

Daily review of new: entres on tegistes:
Assistance in articulating toot cause
Timely remindess

Advise on controls effectivieness

D key controls for audit progtams




SUMMARY




Futute Vision: Integrated Business Management
System

Graphical Representation

BN Coard / EMT TN
7L EM ey and ref

1 | Corporate planning

<

P [

2 | Corporate management systems

Policy | Processes | Procedures: Training, Monitoring, Documentation | Responsibilities

Objectives and Targets

m Policies = Policies m Policies = Policies = Policies m Policies = Policies
m Procedures m Procedures m Procedures m Procedures m Procedures m Procedures m Procedures

Directorate:
ontrols, Self assessment, Reviews

5 | Legal register

4 | Corporate risk register
6 | Governance | Audit

Risk & «

3 | Directorates

Processes | Procedures | Plans

Independent internal audit | Certifications | Compliance plan

ﬂ
c
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7 | EMG review and reporting













T'hings ate always going wWrong in organisations,
information fails to gct to) people who need it;
CLEONCoUs of counterproductive belicts undermine
good decision making: thinos fail to happen because
no-one actually has responsibility to make them
happen. People follow thei: own agendas at the
EXense ot the oroanisations goals. 1ihis s all
routine, and notmally the conscquences ate not too
serfous. Ihe organisation may not be as efficient as
possible, and' the product or setvice might be less
than optimal. But cttors, i they are SErous, cnougi,
will be corrected and no) gicat hatm done.

Thus, organisations lumbet on, and the ways in which
they are failing remain unexposed.




Wienl am (Ssuc ot sIcNItICANCE OCCULS Al YO
organisation you will be placed under the
spotlight. IExternal authotnitics will conduct

detatled enquiries. In the process, the workings

of your otganisation will'lbe 1aid bate and 1ts
tallings, normally hidden trom view, will be
O tO) SCHutIny




[t 1S not the strongest ot the species that
SUtVIVES, bt the smartest:

Chatles [Darwin




Sumimay

Simle theoty — complex
framewori

[fesw working models
Competing demands
No butnaingplatiotm
Risk empires






PDefinitions

iS a4 source of a risk, in many instances it is the
physical entity (soutce of risk)

is thie chance off sometinohappening that will
have an impact on objectives (tisk 1S 2 concept)

is the degtee of susceptibility and
resilience to a hazard




Count every " F" in the following text:

FINISHED FILES ARE THE R
SULT OF YEARS OF SCIENTI
FIC STUDY COMBINED WITH
THE EXPERIENCE OF YEARS...




Interpretation of data
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Interpretation of data

1000
40
1000
50
1000
20
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10







Influences on perception and behaviour

Rate yout estimation of the personall sk associated with
the following Risks

Driving motot vehicles

Al travel

Niuclear waste

Alcohol (petsonal consumption)
Alcoliol

Smoking:

Passive Smoking




Risk Perception

Perception 1s central to how we manage tislke

Often we have to manage petcetved risk not actual sisk — that 1s
acceptable

Our risk values ate based upon deeply ingrained views, they may
not be accurate

Remember no-one has the monopoly oniidentifying risk listen
to all opinions

Influential persons without (of with)) an undetstanding of fisk
peteeption can unintentionally (or intentionally) seriously
undermine the risk process




Areas whete Assurance may be

compromised

Contlicting PHOHIIES

ILack of transpatency

[Duplication

Blutsed reporting lines

Clouded responsilbilitics

Priority tesoutcing difficult to establish
Trends and influcnces not identificd

Risks not measured cttectively ot prioritised




So Walat 15 Hepnannige

We atic cnodtioifned to) pLeoscces ifnottamtionn
i pratetlaur wyas. We ate so good! at tils; talt
otfmatein prsencted wiil olny the fitsit and
Isat lettets i the crorcet pisotoin we can cisaly
racd. Hewoevt:, tils can aslo wirek i resvete and
fmegas prenesetd m uifimalait wyas can be mis-
ftnerpeetd:




Directorate

Directorate

Directorate

Directorate

Directorate

Directorate

Directorate

Department

Department

Department

Department

Department

Department

Department




Reporting

Shiott: tetm
[Pong tetim

Eutute




Establish Goals / Context

!

ldentify Risks

!

Analyse Risks
Likelihood

Consequence

M3IASY / JO1IUOIN

Estimate Level of Risk

!

Evaluate the Risks

¥

Treat Risks
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Establish Goals / Context

!

ldentify Risks

Arnlalyse

Likelihood

Consequence

M3IASY / JO1IUOIN

Evaluate the Risks

v

Treat Risks
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Establish Goals / Context

!

ldentify Risks

!

Analyse Risks
Likelihood

Consequence

Estimate Level of Risk

!

Evaluate the Risks

¥

Treat Risks
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AEAC
Avian Elu Watchdog

Committee




BLACK  RED

ODRANGE BILACK

PURPLE




Fatest development







