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TodayToday’’s Presentations Presentation

Discuss some of the key issues arising from Discuss some of the key issues arising from 
our journey in the development of a risk  our journey in the development of a risk  
framework in the MFBframework in the MFB



1995 Onwards1995 Onwards………………..

AS/NZ 4360 Risk Management AS/NZ 4360 Risk Management 
1995/2001/2004 1995/2001/2004 

ISO 31000 Risk Management 2008ISO 31000 Risk Management 2008

















The Risk EnvironmentThe Risk Environment
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Change Management
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Our Risk EnvironmentOur Risk Environment

Structure

Organisational Maturity
Knowledge

Change Management
Culture



Our changing environmentOur changing environment

Increasing regulatory burden Increasing regulatory burden –– compliance compliance -- litigationlitigation
Increasing complexity of operations e.g. CBR / USAR /joint Increasing complexity of operations e.g. CBR / USAR /joint 
initiatives / medical responseinitiatives / medical response
Shift of ownership of Shift of ownership of ‘‘lifelineslifelines’’/essential services from public /essential services from public 
to private sector, other outsourcing/privatisationto private sector, other outsourcing/privatisation
Cultural diversity and changing population demographics / Cultural diversity and changing population demographics / 
changing workforcechanging workforce
External threats e.g. global warming, terrorismExternal threats e.g. global warming, terrorism
Others?Others?



Organisational response to managing riskOrganisational response to managing risk

OH&SOH&S
Records ManagementRecords Management
Quality ManagementQuality Management
Project ManagementProject Management
Legal Compliance SystemLegal Compliance System
Financial ManagementFinancial Management
Environmental ManagementEnvironmental Management
External Audit External Audit 
Internal AuditInternal Audit
MFB AuditMFB Audit
Business PlanningBusiness Planning
Strategic PlanningStrategic Planning
Business Continuity PlanningBusiness Continuity Planning

SILOSSILOS
AuditingAuditing
ReportingReporting
SchedulingScheduling

ID risksID risks
ManagingManaging



Audit/AssuranceAudit/Assurance

External audit programExternal audit program
Internal audit programInternal audit program
OH&S auditsOH&S audits
Quality auditsQuality audits
Environmental auditsEnvironmental audits
External certification auditsExternal certification audits
Engineering auditsEngineering audits
Station auditsStation audits
Business continuity plan auditsBusiness continuity plan audits
Risk auditsRisk audits
Hazard auditsHazard audits
Tests,Tests, inspections, reviews, surveysinspections, reviews, surveys……………………....



Finding the balance Finding the balance 

External focus
Accountability to

stakeholder
Audits, regulators,

customer communications

Setting strategic
direction

Performance targets,
plans, objectives, KRA’s

Internal focus
Monitoring results

Monitoring plans,
policies, procedures,
strategies, processes

Setting Policy
Governance, finance,

compliance,

Past/present focus
CONFORMANCE

70%

Future focus
PERFORMANCE

30%
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Developing a Risk FrameworkDeveloping a Risk Framework

Structure

Organisational Maturity
Knowledge/awareness

Change Management
Culture/behaviour



Communication straightjacketCommunication straightjacket

You have all the pieces of the jigsaw, You have all the pieces of the jigsaw, 
but no picture on the boxbut no picture on the box

question our understanding of riskquestion our understanding of risk
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Triangle of Triangle of RiskRisk



Issues Influencing Risk PerceptionIssues Influencing Risk Perception

ExperienceExperience
LearningLearning
BeliefsBeliefs
HearsayHearsay
AttitudesAttitudes
Private agendasPrivate agendas
Political agendasPolitical agendas



 Management TeamsManagement Teams



Measuring RiskMeasuring Risk

Consequence x LikelihoodConsequence x Likelihood





Consequence Operations Corp. Management OH&S Financial Legal/Regulatoryroperty/Liabili Image

Extreme

Total system 
dysfunction. Total 

shutdown of 
operations

General  Manager's/ 
Regional Manager's 

and/ or CEO's 
resignation/ removal

Fatality (not 
natural causes)

>50%  of budget 
and/or 

>$500,000

Shut down of 
operations >$10M

Core Business 
Functions Halted 

for >4 Weeks

Major

All operational areas 
of a location or region 
compromised. Other 

locations/ regions may 
be affected

CEO and Board 
dissatisfaction. Legal 

action

Lost time/ injury 
resulting in 

hospitailisation

30% <50%  of 
budget and/or 
$500,000 limit

Imprisonment of staff $1M-$10M
Core Business 

Functions Halted 
for >1 week

Moderate

Disruption to a number 
of operational areas 
within a location or 

region & possible flow 
to other locations/ 

regions

D-G's 
dissatisfaction.Likelihood 

of legal action

Lost time injury- 
no hospitilisation

15% <30%  of 
budget and/or 
$100,000 limit

Fine $100K-$1M $100K-$1M

Core Functions 
Halted for > 1 day 
or Multiple Non-
Core Functions 
Halted for > 4 

Weeks

Minor

Some disruprtion 
manageable by 

altered operational 
routine

Staff and management 
dissatisfaction- broader 

basis

Medical treatmnet 
injury

<15%  of budget 
and/or $50,000 

limit
Fine $10K- $100K $10K-$100K

Multiple Non-Core 
Functions Halted 
for More than 1 

Week

Insignificant No interruption to 
service

Staff and management 
dissatisfaction- localised

Minor injury- no 
medical treatment 

other than first 
aid required

<5%  of budget 
and/or $10,000 

limit
Fine <$10K <$10K

Non-Core 
Functions Halted 

for 1 Week

Consequence Categories





LikelihoodLikelihood

Likelihood = evidenceLikelihood = evidence

What is our track record regards previous What is our track record regards previous 
similar events? Where is the evidence?similar events? Where is the evidence?

What are we currently doing to control the What are we currently doing to control the 
risk, and how effective are those controls?risk, and how effective are those controls?



Measuring Control EffectivenessMeasuring Control Effectiveness

Design Effectiveness Implementation Effectiveness

Design Indicators
•Designed to control risk factors
•Cost vs benefit
•Approved at appropriate level

Operational Effectiveness
•Control review (audit)
•Control assigned and recorded
•Operating as anticipated

Highly Effective – Control is well designed and assessed to be working …
Effective – Minor improvements will develop H/Effective control
Moderately Effective - The control mitigates some key risk factors
Marginally Effective  - The control mitigates few risk factors
Ineffective – Management has no confidence in the control, due to ……..



Inherent Risk
Risk level

without controls

Residual Risk
What we are 
Prepared to 

Accept

Current Status
Risk exposure

When considering
Current controls

Assurance
Internal Audit
CSA
4801
9001-2000

Key Controls
20/80 rule

Existing controls

Treatment plans

Likelihood
X

Consequence



Monitor & ReportMonitor & Report
MonitorMonitor

Who will monitor?Who will monitor?

Who will monitor the Who will monitor the 
monitors? monitors? 

How often should we How often should we 
monitor?monitor?

How do we monitor?How do we monitor?

ReportReport
How regularly?How regularly?

To whom?To whom?



Developing a Risk FrameworkDeveloping a Risk Framework

Structure

Organisational Maturity
Knowledge

Change Management
Culture



Change Management Change Management –– embed in embed in 
management practisemanagement practise

Provide internal consultancy serviceProvide internal consultancy service

Daily review of new entries on registerDaily review of new entries on register
Assistance in articulating root causeAssistance in articulating root cause
Timely remindersTimely reminders
Advise on controls effectivenessAdvise on controls effectiveness
ID key controls for audit programsID key controls for audit programs



SUMMARYSUMMARY



Future Vision: Integrated Business Management Future Vision: Integrated Business Management 
SystemSystem

Graphical RepresentationGraphical Representation









Things are always going wrong in organisations, Things are always going wrong in organisations, 
information fails to get to people who need it; information fails to get to people who need it; 

erroneous or counterproductive beliefs undermine erroneous or counterproductive beliefs undermine 
good decision making; things fail to happen because good decision making; things fail to happen because 

nono--one actually has responsibility to make them one actually has responsibility to make them 
happen. People follow their own agendas at the happen. People follow their own agendas at the 

expense of the organisations goals. This is all expense of the organisations goals. This is all 
routine, and normally the consequences are not too routine, and normally the consequences are not too 
serious. The organisation may not be as efficient as serious. The organisation may not be as efficient as 
possible, and the product or service might be less possible, and the product or service might be less 

than optimal. But errors, if they are serious enough, than optimal. But errors, if they are serious enough, 
will be corrected and no great harm done. will be corrected and no great harm done. 

Thus, organisations lumber on, and the ways in which Thus, organisations lumber on, and the ways in which 
they are failing remain unexposed.they are failing remain unexposed.



………….when an issue of significance occurs in your .when an issue of significance occurs in your 
organisation you will be placed under the organisation you will be placed under the 

spotlight. External authorities will conduct spotlight. External authorities will conduct 
detailed enquiries. In the process, the workings detailed enquiries. In the process, the workings 

of your organisation will be laid bare and its of your organisation will be laid bare and its 
failings, normally hidden from view, will be failings, normally hidden from view, will be 

open to scrutinyopen to scrutiny



It is not the strongest of the species that It is not the strongest of the species that 
survives, but the smartestsurvives, but the smartest

Charles DarwinCharles Darwin



SummarySummary

SimleSimle theory theory –– complex complex 
frameworkframework
Few working modelsFew working models
Competing demandsCompeting demands
No burning platform No burning platform 
Risk empiresRisk empires





DefinitionsDefinitions

HazardHazard is a source of a risk, in many instances it is the is a source of a risk, in many instances it is the 
physical entity  (source of risk)physical entity  (source of risk)

RiskRisk is the chance of something happening that will is the chance of something happening that will 
have an impact on objectives (risk is a concept)have an impact on objectives (risk is a concept)

VulnerabilityVulnerability is the degree of susceptibility and is the degree of susceptibility and 
resilience to a hazardresilience to a hazard



Count every " F" in the following text: 

FINISHED FILES ARE THE RE 
SULT OF YEARS OF SCIENTI 
FIC STUDY COMBINED WITH 
THE EXPERIENCE OF YEARS...



Interpretation of dataInterpretation of data

10001000
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Interpretation of dataInterpretation of data

10001000
4040
10001000
3030
10001000
2020
10001000
1010



50005000

4100 4100 ✔✔



Influences on perception and behaviourInfluences on perception and behaviour

Rate your estimation of the Rate your estimation of the personal riskpersonal risk associated with associated with 
the following Risksthe following Risks

Driving motor vehiclesDriving motor vehicles
Air travelAir travel
Nuclear waste Nuclear waste 
Alcohol (personal consumption)Alcohol (personal consumption)
AlcoholAlcohol
SmokingSmoking
Passive SmokingPassive Smoking



Risk PerceptionRisk Perception

Perception is central to how we manage riskPerception is central to how we manage risk
Often we have to manage perceived risk not actual risk Often we have to manage perceived risk not actual risk –– that is that is 
acceptableacceptable
Our risk values are based upon deeply ingrained views, they may Our risk values are based upon deeply ingrained views, they may 
not be accuratenot be accurate
Remember noRemember no--one has the monopoly on identifying risk, listen one has the monopoly on identifying risk, listen 
to all opinionsto all opinions
Influential persons without (or with) an understanding of risk Influential persons without (or with) an understanding of risk 
perception can unintentionally (or intentionally) seriously perception can unintentionally (or intentionally) seriously 
undermine the risk processundermine the risk process



Areas where Assurance may be Areas where Assurance may be 
compromisedcompromised

Conflicting prioritiesConflicting priorities
Lack of transparencyLack of transparency
DuplicationDuplication
Blurred reporting linesBlurred reporting lines
Clouded responsibilitiesClouded responsibilities
Priority Priority resourcingresourcing difficult to establishdifficult to establish
Trends and influences not identifiedTrends and influences not identified
Risks not measured effectively or prioritisedRisks not measured effectively or prioritised



So Waht is Hepnannig?So Waht is Hepnannig?

We are cnodtioined to prcoseces ifnortamtioin We are cnodtioined to prcoseces ifnortamtioin 
in in pratcilaur wyas. We are so good at tihs, taht pratcilaur wyas. We are so good at tihs, taht 
inorfmatoin prseneted wtih olny the frsit and inorfmatoin prseneted wtih olny the frsit and 
lsat lertets in the crorcet pisotoin we can eisaly lsat lertets in the crorcet pisotoin we can eisaly 
raedraed. . HewoevrHewoevr, tihs can aslo wrok in resvere and , tihs can aslo wrok in resvere and 
imegas prenesetd in ufnimalair wyas can be misimegas prenesetd in ufnimalair wyas can be mis--
itnerpeetd.   itnerpeetd.   



Board

EMT

Directorate Directorate Directorate DirectorateDirectorate DirectorateDirectorate

DepartmentDepartment DepartmentDepartment DepartmentDepartment Department



Reporting Reporting 

Short termShort term
Long termLong term
FutureFuture



Establish Goals / ContextEstablish Goals / Context

Identify RisksIdentify Risks

Analyse RisksAnalyse Risks

Estimate Level of RiskEstimate Level of Risk

Evaluate the RisksEvaluate the Risks

Treat RisksTreat Risks
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AFACAFAC
Avian Flu Watchdog Avian Flu Watchdog 

CommitteeCommittee



YELLOWYELLOW BLUEBLUE ORANGEORANGE

BLACKBLACK REDRED GREENGREEN
PURPLE    PURPLE    YELLOWYELLOW RED RED 
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Latest developmentLatest development




